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Classification Specification
	

	
	7312200

	
	NETWORK ENGINEER – JOURNEY 



Class Summary
The responsibilities of this classification include providing electronic data transport services for the County. Services provided by Network Engineers include on-site and remote integration, support, and development services to the entire King County Wide Area Network (“KCWAN”), the Institutional Network (“I-Net”), and the Intergovernmental Network (“IGN”), which services King County government and independent organizations supported by contract. This classification administers and integrates the KCWAN, I-Net, and IGN in an environment involving multiple platforms, protocols and operating systems. Network Engineers are responsible for County-wide services including telephone, internet access, data and video transmission, and security. Network Engineers also provide design and installation services for LANs, large building infrastructure, campus LAN and WAN.

Distinguishing Characteristics

This is the first level in a two-level Network Engineering classification series. This classification is distinguished from Network Architects in that Network Architects are responsible for overall networks design and determining technologies used and for all first implementations of major new networks or technologies.  

The Network Engineering series is distinguished from the LAN Administration series in that Network Engineers do not deal with everyday LAN administration support issues for desktops, servers, peripherals, applications, etc., for specific work areas. Network Engineers’ main responsibility is to provide data transport services for the computers and servers that use County networks. And although LAN Administrators identify LAN/WAN connectivity issues, they are not authorized to configure or adjust KCWAN network equipment, such as routers, switches, bridges, and access points. Any problems with the KCWAN identified by LAN Administrators must be referred to Network Engineers. Network Engineers deal with large-scale networks which provide services County-wide and beyond, including support and development of the entire KCWAN and parts of the I-Net and the IGN. 
The Network Engineering series is distinguished from the Systems Engineering series in that Network Engineers are focused on County-wide large scale networks and services, while Systems Engineers (at any level) are specialized on a specific complex system or systems, such as mainframes, servers, operating systems, security, applications or databases. For Systems Engineers, the service impact from these systems must be large, but they are not necessarily County-wide.  
Examples of Duties (May vary by position)
1. Implement network transport systems to provide connectivity to County government employees and those entities contracting independently with the County, including cities, other governments, schools, non-profit organizations and businesses connected through the I-Net, IGN, Internet, or other systems; services provided include telephone, Internet access, data and video transmission, and security. Provide design and installation services for LANs, large building infrastructure, campus LAN and WAN.

2. Evaluate customer needs in designing LAN, WAN and other network communications solutions for County departments and external customers.

3. Participate in the development of network standards and procedures. 

4. Participate in project needs analysis, consultation and design, recommendations, and implementation.

5. Implement office moves, fiber and cable; design network infrastructure for new and remodeled facilities; manage contractors.

6. Provide ongoing maintenance and support of existing networks, including configuring carrier class routers, large “smart” switches, LANs, switches, hubs, related servers, Frame Relay, ISDN and other wide area network devices and services.

7. Provide contracted services as specified in service level agreements; ensure that agreed upon performance measures are met.

8. Coordinate efforts with vendors for upgrades and network maintenance; assume contract management duties as needed.

9. Act as technical lead or Subject Matter Expert on specific projects.

10. Troubleshoot WAN and LAN problems and LAN/WAN connectivity problems as reported by LAN administrators or users; help IT staff diagnose LAN/WAN problems; and may help configure department’s applications or systems.

11. Escalate/refer unresolved problems to appropriate resources; work with vendors to resolve problems.

12. Implement change or upgrade requests.

13. Install new service packs and upgrades.

14. Update user access rights.

15. Manage planned and unplanned network outages and other events.

16. Monitor systems, including firewalls, VPN and alarm messages; send out network alerts.  

17. Implement changes across the entire network as indicated.

18. Implement County-wide security systems: design or implement firewalls, VPN security, DNS structures, back-up systems, disaster recovery, etc.

19. Consult on server protection issues; monitor critical LANs or other systems according to service agreements; provide specialized security solutions as needed.

20. Document all engineering work, problem resolution and recurring problems and develop technical reports.

21. Create reports for County IT staff to improve understanding of network engineering services.

22. May be called upon to provide support for service issues or failures at any time.
23. Perform other duties as assigned.
Knowledge/Skills (May vary by position)
Knowledge of wide area networks and local area networks technologies 

Advanced knowledge of network design and implementation

Advanced knowledge of security systems

Knowledge of configuration management, including configuration of carrier class routers, large “smart” switches, ATM switches, hubs, VPN and DNS

Advanced knowledge of installing and enhancing routing protocols, creating scripts, planning and implementing Frame Relay, ISDN, DSL and other technologies for a large WAN/LAN environment

Advanced knowledge of multiple operating systems and platforms, internet and other related technologies

Knowledge of wiring, copper and fiber optics cable, circuits, grounding, electrical, physical security, power requirements and HVAC requirements

Knowledge of project management principles and methods

Skill in reading and interpreting architectural designs, technical specifications and other technical documents

Skill in using engineering and monitoring tools

Skill in technical consulting and sales processes

Skill in working with a variety of individuals from diverse backgrounds

Skill in conveying technical information to non-technical users

Skill in handling multiple competing priorities

Troubleshooting, analytical and problem solving skills

Oral and written communication skills

Project management and vendor management skills

Documentation and report writing skills 

Customer service skills

Licensing, Certification and Other Requirements
Some certifications, however, may be desirable for specific positions.  Typical desirable certifications include generic or vendor specific certifications in large-scale networks and networks design, WAN technologies, routers and switches and systems engineering.
Additional licenses, certifications and other requirements determined to be necessary to meet the business needs of the employing unit may be required.

	FLSA Designation
	Exempt (Professional)

	Service Status
	Career Service

	Levels within same series
	Network Engineer, Network Engineer – Senior, Architect
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	Updated  8/2005 Added senior level and revised all levels within the Network Engineering series to have bright line distinctions between the levels.  
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