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Classification Specification
	

	
	8311400

	
	RAIL SCADA SYSTEMS ADMINISTRATOR



Class Summary

The responsibilities of this classification include performing expert level development and enhancement of Rail Supervisory Control and Date Acquisition (SCADA) systems; providing on-going project leadership, business analysis, and new technology research; and complex implementation and maintenance of SCADA systems. Rail SCADA Systems Administrator serve as project leads for on-going maintenance and improvements to the Rail SCADA system.

Distinguishing Characteristics

This is the third level in a three-level Rail SCADA Systems classification series. This classification is distinguished from a Rail SCADA Systems Specialist – Lead in that incumbents within the Rail SCADA Systems Administrator perform more complex work including creating server backups and performing advanced network troubleshooting. Incumbents within the Lead classification are responsible for providing lead direction to SCADA Systems Specialists. 

Examples of Duties

In addition to the responsibilities of a Rail SCADA Systems Specialist, a Rail SCADA Systems Administrator performs the following duties: 

1. Provide subject matter expertise on design, development, enhancement, implementation, support, maintenance, and repair of complex SCADA and communications systems.
2. Train SCADA Systems Specialists, Signal and Communications Technicians, Operations, and other rail personnel on specialized operational SCADA functionality.

3. Research and recommend new or additional hardware and software; develop purchase justifications.

4. Monitor, troubleshoot, and maintain control systems, Emergency Telephone Systems, CCTV (closed circuit television) systems. 

5. Maintain and monitor the health of servers, workstations, switches, and programmable logic controllers (PLC). 
6. Develop and/or update standard operating procedures and best practices.

7. Develop complex applications, reports, modifications, and upgrades.

8. Plan, implement, and act as project lead for assigned systems.

9. Ensure the availability of supplies and equipment necessary to perform routine and special tasks.
10. Serve on various committees and task forces as assigned.

11. Perform other duties as assigned.

Knowledge/Skills 

Advanced knowledge of SCADA and communications systems principles and techniques

Advanced knowledge of specialized technologies, such as hardware, applications, tools, and open protocol systems and databases utilized in modern Rail SCADA and communication systems

Advanced knowledge of SCADA data and system security systems, backup, disaster recovery and related processes

Skill in conveying technical information to non-technical users

Skill in maintaining technical documentation and configuration control

Skill in written and verbal communication

Skill in handling multiple competing priorities

Skill in consultation, project management and vendor management

Advanced troubleshooting, analytical and problem solving skills

Advanced customer service skills

Ability to support a 24/7 operation

Ability to effectively engage in and sustain relationships with people from diverse cultures and socio-economic backgrounds

Ability to work independently and as a team member

Demonstrated proficiency with business applications, such as Microsoft Office suite

Education and Experience Requirements

Any combination of education and experience that clearly demonstrates the ability to perform the job duties of the position

Licensing, Certification and Other Requirements

Some licenses, certifications and other requirements determined to be necessary to meet the business needs of the employing unit may be required

	FLSA Designation
	Exempt

	Service Status
	Career Service 

	EEO Code
	7

	Levels within same series
	Rail Scada Systems Specialist

Rail Scada Systems Specialist – Lead

Rail Scada Systems Administrator

	Class History
	06/2007 – Created

01/2008 – Changed font and format

08/2011 – Updated FLSA designation

05/2021 – Updated content
08/2024 – Updated content
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