King County

Supplier Multifactor Authentication
(MFA) Enablement User Guide

This guide will cover how to enable Multifactor
Authentication (MFA) in the E-Procurement Supplier
Portal as an existing supplier.
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Enable Multifactor Authentication (MFA)

King County Suppliers will be required to enable MFA on their King County E-Procurement
supplier accounts as of May 23, 2026.

e MFAis a security measure that requires an additional form of verification besides
your password to access a digital account, such as a one-time code sent to your
phone, email, or authenticator app.

e Settingup MFAis a one-time action. Once MFA is set up, you’ll be asked to verify
your identity every time you sign in to the King County Supplier Portal.

Please email Procurement.Web@kingcounty.gov if you do not have a smart device to
enable MFA.
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l. Sign in (password reset process)

1. Sign in to the E-Procurement supplier portal.

Note: use supporting web browsers: Mozilla Firefox,
Google Chrome, Microsoft Edge, and Apple Safari.

Do not use the “Sign in with KC Identity...” option.

ORACLE Cloud

English v

Sign in

Password ‘

Forgot Password?

Or

‘ %] Sign in with KC_Identity_... ‘

Need help signing in?

> Cloud account details

2. “Invalid Username or password”

As an existing supplier in the E-Procurement Supplier Portal, you will receive an “Invalid
username or password” error message when attempting to sign in using your existing
username and password. To access your account, you will need to reset your
password. After resetting it, you will be prompted to enable MFA to your E-Procurement
Supplier Portal account.
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ORACLE Cloud English  +

I Alnvalid username or password. I

Sign in

‘@gmail.com

Or

# ) sign in with KC_Identity....

Need help signing in?

> Cloud account details

3. Reset password

To reset your password, select “Forgot Password.”

ORACLE Cloud

English N
Sign in

‘ Username ‘

Password ‘

I Forgot Password? I

or

“j Sign in with KC_Identity... ‘

Need help signing in?

> Cloud account details

4. “Forgot password”

Enter your “User ID” (the email used to register) and select the “Forgot Password” option,
and then select “Submit.”
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Sign In

Oracle Applications Cloud

Forgot Password

* User Name or Email

User Name or Email

* Options

() Forgot user name

IH Forgot password I

| Submit | Cancel |

5. Sign in Oracle Applications Cloud webpage

The Sign In Oracle Applications Cloud webpage will appear instructing you to check your
email for password reset information. Do not “Sign In” until you’ve reset your password
and enabled MFA.

Sign In

Oracle Applications Cloud

Check your email for password reset information. Ensure that you check your spam folders too

mv\.u.
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6. Oracle email 1 - Password Reset Request

Email 1 of 2 (Action Required): You will receive an email from
epvh.fa.sender@workflow.mail.us2.cloud.oracle.com with instructions to reset your
password. Select the link in the email to begin the password reset process.

King County E-Procurement Supplier Portal = Password Reset Request  inbox

| epvh.fa.sender@workflow.mail.us2 .cloud.oracle.com

-

Daar Jane Smith,
You have requested to reset your password for King County E-Procurement Supplier Portal. The lnk will expire in 4 howrs
Please follow the link below to reset your password

hitpes ia-Epvh-lest-saastaprod . fa ocs eraclecioud com

praclechoud com/supplisrPonalfacesFodOvendaw HindGlobalitemModald=iemode supplier_postal supplier podal

For assistance, contact Procurement & Payables at Procuramant \Webd@ikingcounty mov

Thank You,
King County

7. Reset password window

A reset password window will appear. Enter a new password, confirm it, then select
“Submit.” Navigate back to your email inbox.

Sign In

Oracle Applications Cloud

Reset Password

Password

Confirm Password

8. Oracle email 2 - password reset request

Email 2 of 2 (Action Required): A second email will come from Oracle no-

reply@identity.oci.oraclecloud.com confirming your password for kcbrcps was reset.

Select “Sign In” in the email to begin enabling MFA for your user account.
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o Each contact with a user account will receive an email to enable their own
MFA. All users must enable MFA to sign in.

o Ifthis emailis missing, please check your spam, junk, and quarantine
folders. If the email never arrives, please email
Procurement.Web@kingcounty.gov for assistance.

Your profile password for kcbreps was reset  ne 2 [

Oracle <no-reply@identity ociora

to R

ORACLE

Your profile password for kcbrcps
was reset

Hi FNTest LMTest,

Your password for Cloud Console or Identity Domain - idcs-
f389b6a611acdd22a4b0bag54ab19c9f account was reset.

Cloud Account / Tenancy: kcbreps
Username: * {@omail.com

|

If you have any guestions, please contact your Cloud Account admin at
or at Oracle Support.

Help Links
Cloud Caonsole

Training on Orace Cloud

This is a system generated message. Do not reply to this message. Yiou are receiving this email
as & result of your current relationship with Oracle Cloud. General marketing opt-out preferences
have been ovemidden fo ensure that you receive this email.

ices and T Use | Privacy Statement
cle. Al rights d.
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Il. Two-factor authentication set up

The Oracle Cloud window will appear. Choose one of two available methods to set up two-
factor authentication: Mobile App or Passkey.

= RECOMMENDED: The Mobile App option enables you to use your mobile device
during the login process to verify your identity.

o Your mobile app generates a passcode. Enter this passcode on the login
screen to verify your identity.

o Apush notification is sent to your device. To approve the login request,
tap Allow.

= The Passkey option uses a security key into your device to sign in.

ORACLE Cloud

Select a method to configure
for two-factor authentication.

Mobile App

E§ Passkey

i

What is two-factor verification?

1. Enabling the “Mobile App” Option (recommended)

i.  Selectthe "Mobile App" option.
On the Oracle Cloud Window, select “Mobile App” option.
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ORACLE Cloud

Select a method to configure
for two-factor authentication.

What are the differences? )

I ’ Bl Mobile App ‘ I

l C§ Passkey |

&

What is two-factor verification?

ii.  Configure authenticator app

The Oracle Cloud Configure Authenticator App webpage will appear.

ORACLE Cloud
Configure Authenticator App

Step 1: Download the Oracle Mobile Authenticator App from your phone's
app store.

Step 2: Open the App. tap Add Account. then scan the QR code below.

Use Offline Mode or another Authenticator App. @ b

| can't scan the QR code.

Choose another method
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fii. Download the Oracle Mobile Authenticator App

Download and open the Oracle Mobile Authenticator App from your devices' App
Store for iPhone or iPad devices or the Google Play Store for Android devices.

4:50 2

Q oracle mobile authenticator @ 5 X

w /. A

Oracle Mobile Authenticator
6

iv. Oracle Mobile Authenticator’s Terms and Conditions

Read the Oracle Mobile Authenticator’s Terms and Conditions. Select “Accept” to
continue the MFA set-up.
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V. “Allow” notification

You will be prompted to select the notification settings in the Oracle Mobile
Authenticator App. Select “Allow.”

T @

Mobile Authenticator

“Authenticator” Would Like to
Send You Notifications
Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

Don't Allow

Add Account
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Vi. “Add Account”

Select the “Add Account” option to add the King County Supplier Portal user
account.

Oracle Mobile Authenticator

Use the Oracle Mobile Authenticator App to
complete identity verification.

You don't have any ac: set up. Tap Add
Account to arted.

Add Account

Vii. Camera access

You will be prompted to give access to your device’s camera to scan the QR code to

add account. Select “Allow.”
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< Back Add Account

“Authenticator” would like to
access the Camera.
Used to Scan QR Codes

Scan QR code to
add account.

No QR code? Enter key manually

Viii. Scan the QR code

Using your device, scan the QR code on the Oracle Cloud window.

ORACLE Cloud
Configure Authenticator App

Step 1: Download the Oracle Mobile Authenticator App from your phone’s
pp store.
Step 2: Open the App, tap Add Account. then scan the QR code below.

Use Offline Mode or another Authenticator App ) ]

Choose another method
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ix.  Authenticatorapp

The Oracle Cloud kcbrcps Company account will be added to your authenticator

app.

Accounts

kcbreps

@gmail.com

26

X.  Mobile app enrollment confirmation

After enabling MFA using the mobile app, you will receive the “Oracle Cloud Mobile

app successfully enrolled” confirmation on your web browser. Select “Continue.”

ORACLE Cloud

Mobile app successfully
enrolled.

Next time you sign in, tap Allow in the Authenticator app to
authenticate, B
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Xxi.  Oracle Cloud Identity & Security page

You will be redirected to the Oracle Cloud Identity & Security page. No action is
needed on this page. Close the web browser.

v UsWest(Phoenix) B Q @ &

Oeals  Mygroups Myrequests  Myresowces  Tokensandkeys  Savedpasswords  Secuty  Togs
Network Sources User information User preferences

Username ‘@gmail.com Time zone =
omps

o 17t 5 Copy. Preferred language

Prefix 0.2 Preferred starting page ”
My profile

First name FNTe

T - Work information

Last name. LNTest il N =

Suffh = Street ag ddress =

Email ‘@gmail.com City =

Postal cod =

Instant messaging address & State -

Home phone number = Country -
ig] " =

lobile phone number Work phone number =
Toms of Use CookePrteences g

Xil. E-Procurement supplier portal

Signin to the E-Procurement Supplier Portal. The “Sign In” page will display. Enter

your “User ID” and “Password” then select “Sign In.” You will then be asked to
approve your established MFA.

2. Enabling the Passkey Option

i. “Passkey” Option
On the Oracle Cloud Window, select the "Passkey" option.

ORACLE Cloud

Select a method to configure
for two-factor authentication.

Mobile App

E§ Passkey

[N

What is two-factor verification?
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il. Configure a passkey

The Configure a passkey page will appear. Select the checkbox indicating you have
read and understand how to use passkeys with your Oracle account. Select
“Configure.”

ORACLE Cloud
Configure a passkey.
Eﬂha‘.e read and understood how to use passkeys with my Oracle
ccount
Configure

Choose another method

iii.  Saving your passkey for Oracle Cloud
Important note: if using the Google web browser, you will be prompted to choose

where to save your passkey for oraclecloud.com: Select the “Use a phone, tablet, or
security key option.”

a?

Choose where to save your passkey for oraclecloud.com

le Password Manager
&0 Goog W nag N
9

Sgmailcom

[0 usea phone, tablet. or security key >

[

Cancel

iv. Window security pop-up

You will see a Windows Security pop-up. Select the “iPhone, iPad or Android device”
option or the “Security key” option.
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' Windows Secunty

Choose where to save your passkey

g% iPhone, iPad, or Android device

E] Security key

[ Cancel

V. Select “iPhone, iPad, or Android device”

It’'s recommended you select the “iPhone, iPad or Android device” option. You will

be prompted to save your passkey by scanning the QR code with your device

camera.

Save your passkey

[’ (Bmngoounty.gos
d Passiory for Didngoo

clc]

Scan this QR code with your phone or tablet

@ This will be saved 19 your phone or tablet. Change

[ Cancel

vi.  Scanthe QR code on your device camera

When you scan the QR Code on your device, select the “Save a passkey” option that
appears at the bottom of the image.

v.1.1/2026
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Scan this QR code with your phone or tablet

82 This wi be saved 10 your phone or tabiet

VIDEO | PHOTO 'S

vii.  Save a passkey using Face ID
Your device will prompt you to Save a passkey using Face ID. Select “Add Passkey”

to enable passkey on your device.

£
| Sl

Save a passkey?
“oradecloud.com” supports passkeys, a
stronger alternative to passwords that
cannot be leaked or stolen. A passkey for
€ x@kingcounty.gov” will be
saved in “Passwords".

Device connection confirmation

viii.
A Windows Security pop-up window will appear confirming that your device is
connected.

v.1.1/2026 King County Procurement & Payables
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Save your passkey

"Skingcounty.gov
5? Passkey 1or NG County.qov .

Lo

Device connected!
Continue on your device

i;.:‘

gg This will be saved to your phone or tablet Change

[ Cancel

iX. Passkey successful confirmation

You will also see the Oracle Cloud message on your web browser, “Passkey

successfully configured.” Select “Continue.”

ORACLE Cloud

Passkey successfully
configured.

You will use the passkey to authenticate the next time you sign in.

Configure another factor

X. The Oracle Cloud identity & security webpage

You will be redirected to the Oracle Cloud Identity & Security webpage. No action is
needed on this page. Close the web browser.
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v US West (Phoenix) 2 o &

& Identity & Security « Mentity
F t [ <
< Identity My profile
Overview -
Detalls  Mygroups  Myrequests  Myresources  Tokensandkeys  Saved passwords  Security Tags
Do
Network Sources User information User preferences
Pol
Username @gmail.com Time zone =3
oan 71 /sSexd Copy Preferred language
Prefix o~ Preferred starting page L
First name FNTe
e _ Work information
Last name LNTest RN =
Suffix - Street address o
Email ‘@gmail. com City =
Postal cod s
Instant messaging address - State ==
Home phone number - Country, =
(g] =
Mobile phone number Work phone number -
Tesms of Use and. Cookie Preferences. A

Xi.  Signinto E-Procurement Supplier Portal

Signin to the E-Procurement Supplier Portal. The “Sign In” page will display. Enter
your “User ID” and “Password” then select “Sign In.” You will then be asked to
approve your established MFA.

End of Process
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