Cellphone Biometrics

Using biometrics to open a seized cell phone requires planning and careful, quick execution.
Most newer cell phones include the use of biometrics to open the device. However, most biometrics are
set on a timer; After a given amount of time the phone reverts back to requiring the user's passcode to
unlock the device. With newer Apple 10S, that time out may be as short as only 8 hours. Biometrics are
also not allowed if the phone is turned on after having been powered off. Android devices are similar
with a standard timeout of 24 hours.

The following language may be interested into an application and warrant in those cases when
you want to seize a phone and immediately attempt to open it with biometrics.

To Include in the Application:

| know from my training and experience, as well as from information found in publicly available
materials published by device manufacturers, that many electronic devices, particularly newer mobile
devices and laptops, offer their users the ability to unlock the device through biometric features in lieu
of a numeric or alphanumeric passcode or password. These biometric features include fingerprint
scanners, facial recognition features and iris recognition features. Some devices offer a combination of
these biometric features, and the user of such devices can select which features they would like to
utilize.

As discussed in this Affidavit, your Affiant has reason to believe that one or more digital devices
will be found during the search. The passcode or password that would unlock the devices subject to
search under this warrant currently is not known to law enforcement. Thus, law enforcement personnel
may not otherwise be able to access the data contained within the devices, making the use of biometric
features necessary to the execution of the search authorized by this warrant.

| also know from my training and experience, as well as from information found in publicly
available materials, that after a set amount of time, most biometric features are no longer able to
unlock a device; the device reverts to requiring an (unknown) password. Thus, in the event law
enforcement personnel encounters a locked device equipped with biometric features, the opportunity
to unlock the device through a biometric feature may exist for only a short time.

Due to the foregoing, if law enforcement personnel encounter any digital devices that are
subject to seizure pursuant to this warrant and may be unlocked using one of the aforementioned
biometric features, | request permission compel the suspect to apply fingerprints or facia recognition in
order to open the device. | am not seeking permission to compel the suspect to state or otherwise
provide any password.

To Include in the Warrant:

During the execution of the search warrant, law enforcement personnel are authorized to press
the fingers (including thumbs) of the above listed suspect to the biometric unlocking sensor of any
device located that is seizable under this warrant, or to have the suspect provide facial recognition to
the device(s) for the purpose of attempting to unlock the device(s) in order to search the contents as
authorized by this warrant.
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