KCPAO Google Geofence Policy

In the last several years, Google geofence warrants have very quickly increased in use in
criminal investigations. And arguably they could be used in a huge number of cases in which the
perpetrator is unidentified. However, the KCPAO believe it ill advised to flood the courts with
requests for these warrants. This policy seeks to define those cases in which the KCPAO
believes it appropriate to seek a geofence warrant.

Currently there are no Washington Court decisions guiding the use of geofence warrants.
There is a small but growing number of decisions out of various courts around the county,
however not all of the decisions have been supportive of geofence warrants.

With those mixed inputs, the King County Prosecuting Attorney’s Office has developed the
following guidelines regarding the best practices surrounding the use of geofence warrants.
Admittedly these guidelines strike a conservative tone, but by doing so we hope to avoid
negative legal rulings and preserve the cautious use of this tool for investigators everywhere.
After reviewing these guidelines, if you believe you have a case that is appropriate for a

geofence warrant, please call the Special Operations Unit to discuss.

1. On Scene Time - Odds of Success

In order to sufficiently increase the likelihood of success, experience has shown that the
suspect, and presumptively their target device, must be within the geographic area for a
substantial period of time. Thus, for a drive-by shooting where the shooter is on-scene for a
minute or less, there simply is not probable cause to believe the requested evidence exists.
While there is no magic number of minutes, in order to establish probable cause, the suspect
must be on-scene for multiple minutes. The exception to this rule is if there is direct
evidence the suspect was actively using their phone during the requested interval, if so the
on-scene time can be less. Also, in situations where there are multiple target devices, on-
scene time can be decreased while still maintaining probable cause of success.

2. Time Limitations

Developing a tight and accurate timeline is critical to the success of a geofence warrant.
Asking for 5 — 10 minutes before suspect is known to be on-scene is acceptable since often
individuals stage, reconnoiter, or take a minute to build courage before entering a scene.
Similarly asking for up to 5 minutes after the suspect is believed to had fled the scene is
helpful; that data can later be used to rule out devices that remain behind and thus clearly
don’t belong to the perpetrator.

Asking for overly long periods of time can also lead to problems. Courts view such request
as being overly intrusive. Google may refuse to cooperate and threaten litigation over
particularly long time frames. There are also no bright lines and will depend largely on the
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likely number of devices that would be captured by the request. Thus, for a particularly
remote area, a longer timeline is likely to be more acceptable to the courts and Google.

The accuracy of the timeline should be confirmed via multiple sources, if possible, 911 calls,
CAD logs, confirmed timestamps on surveillance video and other source should all be
triangulated for the most accurate timeline. And you must include the correct time zone and
Daylight or Standard designation. Double-check.

3. Population Density and nature of Geofence Area

Courts are extremely reluctant to approve geofence warrants that would be expected to
include significant number of devices that are not directly related to the investigation. Thus,
geofences that include areas such as apartment complexes, sporting events, malls, or other
areas with large numbers of individuals must be avoided.

Similarly, courts are wary of geofences that included areas that could be considered private
or sensitive. So medical facilities, religious gatherings or facilities, and similar areas should
be avoided.

4. Nature of Underlying Offense

Arguably any crime with an unidentified suspect(s) could serve as the basis for a geofence
warrant. However, to avoid flooding the courts with these warrants, and to avoid the risk of
courts deciding against them, it is the policy of the KCPAO to limit the use of geofence
warrant to significant violent offenses, sex offenses, hate crimes, other compelling
investigations, and those that have significant public safety issues involved.

5. Exhaustion of All other Investigative Options

The two-step geofence warrant practice typically takes a significant amount of time for
Google to complete. Often during the time waiting for a response, cases are solved via more
traditional means. In order to reduce the number of needless geofence warrants, it is the
policy of the KCPAO that the geofence warrant practice be limited to those cases that have
largely exhausted all other traditional investigative means.
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For cases that meet the above guidelines, the following practical tips should be considered

when drafting the application and warrant:

Geofence Itself (size/location):

Use a polygon as opposed to a circle with radius. This will allow for more narrow,
tailored geofences.

Keep the geofence as small as reasonably possible. The goal is to minimize the
number of “uninvolved individuals” that are present within the geofence (i.e. busy
urban area = smaller geofence, quiet rural area = larger geofence).

Try to exclude busy roads, apartment complexes, or a significant number of
residences.

To the extent other buildings/residences other than target location are captured, do
your best to describe them and explain why it is not likely to capture a lot of
uninvolved people or why it is necessary to keep them within the geofence.

Time of day may be relevant to the size of the geofence. May be permissible to
have larger area in middle of the night vs. smaller area in the middle of the day.

If you have reason to believe that devices belonging to witnesses and/or victim
may also be included explain why you think that is the case.

In cases where you are seeking information regarding multiple locations/times, it
may be permissible to include a larger area/an area where more users are likely to
be swept in, but the application should include language about specifically
searching for common devices.

Time Parameters:

Tailor your time frame as narrowly as possible to the time of the crime itself.
Where you have specific times of arrival/departure of your suspects, consider
adding five minutes on either side. This will aid in excluding as suspect devices
those devices that were present before or after the suspect was on scene. Explain
your reasoning.

There are no hard and fast rules regarding a minimum or maximum time frame,
but rather a case-by-case determination. Major concern with very small
timeframes is that there may not be probable cause to believe that Google
captured any data. Major concern with large time frames is obtaining too many
uninvolved devices. This usually depends on location and time of day (i.e. day
time in a busy urban area = smaller permissible time frame. Middle of the night in
rural area = larger permissible time frame).

General Considerations:

Best case scenario is that you have evidence that your suspect possessed, and
better yet used, a cell phone within your geofence. However, it is not necessary to
have evidence that your suspect actually used/had possession of a phone at the
time of the crime provided that the application has sufficient information
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regarding the pervasiveness and indispensable nature of cell phone use and the
reasonable probability that a phone would interface with a Google service, app, or
platform. Include every fact that suggests your suspect had a phone (such as
meeting between suspect and victim arranged via digital communications,
multiple suspects suggesting digital communications to communicate with each
other, etc.)

After receiving the anonymized numbers from the first warrant, make an effort to
limit the number of devices from that list for which you wish to obtain identifying
information. Explain the process of how you selected relevant devices and how
you eliminated the others.
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